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exp $ 64/9 + *(1) (ln 0)1/2(ln ln 0)3/2
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CRYPTREC Report2017
https://www.cryptrec.go.
jp/report/cryptrec-rp-
2000-2017.pdf
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1985�: Deutsch$2�
Turing Machine)��
1994�: Simon&*/+.,-0�� �&����1
1994�: Shor&�����*/+.,-2
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Quantum Algorithm Zoo
https://math.nist.gov/quantum/zoo/
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Noisy Intermediate-scale Quantum (NISQ) system
• Google 72��(%&
• IBM 50��(%&
• Intel 49��(%&
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2. Noisy Intermediate-scale Quantum (NISQ)��


����)������ ��*



11

Quantum Computing: Progress and Prospects (2018)*

• 
��/=;<2
*%>"7 ����(?#�
!��'%.��8&2��:+813�+)8
(it is still too early to be able to predict the time horizon
for a scalable quantum computer.)

• NISQ2$�:��:��+A5,3@/(862:
�8A

• 	��1��+94@6-0
(%�:��+

*National Academies of Sciences, Engineering, and Medicine��
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768#!"�
� 2048#!"�
�

# of qubits # of gates # of qubits # of gates


����
 2306 1.22�1011 6146 3.04�1012

��#!"��
��

1539 -- 4099 1.35�1015

������ 1539 8.68�1011 4099 1.22�1013
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* N. Kunihiro, “Exact Analysis of Computational Time for Factoring
in Quantum Computers,” IEICE Trans. Vol. 88-A, No.1 2005.
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[1] Experimental realization of Shor's quantum factoring algorithm
using nuclear magnetic resonance, Nature, 2001.

[2] Shor’s Quantum Factoring Algorithm on a Photonic Chip,
Science, 2009.

[3] Computing prime factors with a Josephson phase qubit quantum
processor, Nature Physics, 2012.

[4] Realization of a scalable Shor algorithm, Science, 2016.
[5] Experimental realisation of Shor’s quantum factoring algorithm

using qubit recycling, Nature Photonics, 2012.

16



Device ���� Year ��� Journal

NMR IBM 2001 15 Nature

Photonic chip U. of Bristol 2009 15 Science

Superconductivity UCSB 2012 15 Nature Physics

Ion Trap U. Innsbruck 2016 15 Science

Photon U. of Bristol 2012 21 Nature 
Photonics

• 

����	���%10�14 qubit��&
• ��# %��!���qubit����$����"&
• ���������	������"&
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1 → x3==1��
�1�6�	�
→   x2==1��
� 4y mod 15���

y=(y3 y2 y1 y0)2�����

4 y= (y3 y2 y1 y0 00)2=16� (y3 y2)2+(y1 y0 00)2

4 y mod 15= (y3 y2)2+(y1 y0 00)2=(y1 y0 y3 y2)2

2��SWAP�����
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[4]����	��� (Innsbruck, Ion Trap)
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 (U. of Bristol, Photonic chip)
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a=7��

70=1, 71= 7, 72 =4, 73=13, 74=1�������

Trick: ���encode��


1→ (00)2, 7 → (01)2, 4→(10)2, 13→ (11)2.
U7: (00)2à (01)2,         U4: (0x)2à(1x)2

���
�&���4����������������'
Shor� %!$"#�������	����'
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“simplified” or “compiled”
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Oversimplifying Quantum Factoring*
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“oversimplified”
Shor�",$+&*

1
2#$%&

'
| ⟩* | ⟩0 ⟶ 1

2#$%&

'
| ⟩* | ⟩* mod 2

* A Smolin, John & Smith, Graeme & Vargo, Alexander. (2013). 
Oversimplifying quantum factoring. Nature. 499. 163-165.
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| ⟩* | ⟩0$mod 1

a!�
2���� (a2 mod N = 1) 

• �����.20,000-bit-���
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k=4096
p=random_prime(2^k-1, false, 2^(k-1))
q=random_prime(2^k-1, false, 2^(k-1))
N=p*q
a= crt(1, -1, p, q)

SageMath�����

N, a���
���	

�����
2048-bit RSA������
4096-bit RSA����1�
�
8192-bit RSA����10�
�
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Quantum Computing: Progress and Prospects	
��	�������	
�

Key Finding 1:
Given the current state of quantum computing and recent rates of
progress, it is highly unexpected that a quantum computer that can
compromise RSA 2048 or comparable discrete logarithm based public
key cryptosystems will be built within the next decade.

Key Finding 10:
Even if a quantum computer that can decrypt current cryptographic
ciphers is more than a decade off, the hazard of such a machine is
high enough - and the time frame for transitioning to a new security
protocol is sufficiently long and uncertain - that prioritization of the
development, standardization, and deployment of post-quantum
cryptography is critical for minimizing the chance of a potential
security and privacy disaster.
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Key Finding 3:
Research and development into practical commercial applications 
of noisy intermediate scale quantum (NISQ) computers is an issue 
of immediate urgency for the field. The results of this work will 
have a profound impact on the rate of development of large-scale 
quantum computers and on the size and robustness of a commercial 
market for quantum computers.

Key Finding 4:
Given the information available to the committee, it is still too early 
to be able to predict the time horizon for a scalable quantum 
computer. Instead, progress can be tracked in the near term by 
monitoring the scaling rate of physical qubits at constant average 
gate error rate, as evaluated using randomized benchmarking, and 
in the long term by monitoring the effective number of logical 
(error corrected) qubits that a system represents. 
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• Grover=CNDMFJB�07(�
• ���;,�$ (2"/$)
• IGEL.�=&"�$ (2"/%)

• Simon=CNDMFJB�07(� (2010-)
• Even-Mansour��R3-round Feistel scheme<
6?��
P
/��-Q(Kuwakado-Morii, ISIT2010)
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/��-Q(CRYPTO2016)
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