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*WG1: <Formal Methods>
Cryptographic Protocol Verification/Privacy by Formal Methods

WG2 <Cryptography>
Lattice-based cryptography / Post-quantum cryptography

 WG3 <Events and Malware Analysis >

Events collection by sensor technologies and exchange for joint analysis
of attack events with malware analysis

« WG4 <System Security and loT security>
Countermeasure against Side Channel Attacks (using Polymorphic Code)
* WGH5 <Privacy>

Technologies on Sanitization, Generalization and Data Mining for privacy
preserving ?to be applicable for specific applications)

«WG6 <ICS/ITS Security>

Automotive Security, CIIP

*WG7 <Network, network security, measurement>

Virtualization, SDN security, including measurement of security
performance and effectiveness:--  (including 5G security)
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+HFou kAN —2Z2TD 7RI .Z2E1ERMAS, 2 1. ASEER T 1

Cat Protocol Port(s) Description
9 SNMP v2 161 Monitoring network-attached devices
e NTP 123 Time synchronization -
J‘:E DNS 53 (Primarily) Domain name resolution :
2 | NetBios 137 | Name service protocol of NetBios API
2 SSDP 1900 Discovery of UPnP-enabled hosts
en | CharGen 19 Legacy character generation protocol n
3 | QOTD 17 Legacy "Quote-of-the-day” protocol
o BitTorrent any BitTorrent’s Kademlia DHT impl. o Ip
> Kad any eMule’s Kademlia DHT impl.
g | Quake 3 27960 Games using the Quake 3 engine
(‘5 Steam 27015 Games using the Steam protocol
ZAv2 164XY P2P-based rootkit
2 | Sality any P2P-based malware dropper
@ | Gameover any P2P-based banking trojan

I ——
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penet DRDOS™. f——5 sTop
HoneypOtS 5 Queries spoofed to be from

watch! host X.y.z.w

Response
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50000 m Darknet
6d 65536/P)
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30000 Darknet
20000 |_|
Honeypot {}
10000 —ﬂ I
o0 M | = B |
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0 day
within 1 day
2~7 days
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4 (12.1%)
5 (15.2%)
7 (21.2%)

6 (18.2%)

9 2H

31~ days

After the attacks

Not detected

3( 9.1%)
4 (12.1%)



DR-DoS alert A*—ILDEMA
e DR-DoS alert sample (e—mail)

START of DR-DoS attack

[Target IP]
XXX XXXXXX XXX

[Detection time]
2014-11-13 23:57:37

[Protocl]
DNS : port 53

[DRDoS Honeypot detail datea]

AS num : “AS2516 KDDI KDDI CORPORATION”

country : “Japan”
pps(MAX) : 2.2
pps(AVG) : 1.1416666666666666

[Domain]
“wradish.com ANY IN":137

END of DR-DoS attack

[Target IP]
XXX XXX XXX XXX

[Detection time]
2014-11-13 23:57:37

[Protocol]
DNS : port 53

[DRDoS Honeypot detail data]

AS num : “AS2516 KDDI KDDI CORPORATION”

country : “Japan”
pps(MAX) : 2.2
pps(AVG) : 1.1416666666666666

[Domain]
“wradish.com ANY IN":137
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10 Yohow. LINKO 10 D 2
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Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, and Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow, “loTPOT;
Analysing the Rise of IoT Compromises,” 9th USENIX Workshop on Offensive Technologies (USENIX WOOT 2015).
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Parking Traffic Safety & Security Lighting

Give citizens live Monitor and Automatically Provide view of Manage street
parking manage traffic detect security people flow data lighting to reduce
availability incidents to incidents, shorten to aid planningand  energy and
information to reduce congestion  response time, leverage location maintenance costs
reduce circling and improve and analyze data data for contextual
and congestion livability to reduce crime content and

advertising
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Thank you for your attention

Toward success of Tokyo 2020!!

55



